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ABOUT THE COURSE \?
An Introduction t© Cyber Attachs and Securlty anables (he

participants o understand the basic cyber security background §§IN ]Glls
(YR
It also includes the history of Cybarsacurity, Ita lypes and WOW E R

motives of various attacks.
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« The learner will understand key terms and THE

concepts In cyber-attacks STUDENTS WITH
« Understand the Cyber security and cyber law.
« Understand the principles of web security and

understanding of security policies (such as TECHNOLOQY

confidentiality, Integrity, and avallability).
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«  Students will be able to understand the importance of cybersecurity and also get aware about the history and
types of varlous cyber attacks.
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designed 1o equip the students with the latest cybersecurity fealures,

(s s
oul varlous cyber attacks trending In the world,

familiarize ab

) cyber securily measures Implemented at home, you are well guarded agalnst fraudulent transactions or data loss
ugh malware elc, Ihe following Is a list advantages of cyber securlty for Individuals: Protection from identity theft,

financlal loss, customer dala loss or Impacts on business operations.

CONTENTS
Cyber Attacks: - History, Definltion and characterlstics, Factors affecting cyber-attacks, Classification -
Gyntactic and semantlc attacks, Other cyber-attacks - Financlal Scams, Hacking, Copyrighted content,
pornographlc content, Virus, Cyber stalking, Hate crimes, Outcomes of cyber-attacks- Fraud, extortion,
Malware, Pharming, Phishing, Spamming, Spooling, Spying, Denlal of Service, Distributed denial of service,
Thelt of hardware, Messaging abuse, Infrastructures as targets - Control systems, Energy, Finance,
Telecommunications, Transportation, Water, Hospltals
Cyber Securlity: - Definitlon, History, Fundamentals- The CIA Trlad, Introduction to cyber space and cyber
securlty, Cyber securlty challenges, Importance of cyber security, Security principles, Types of cyber
securlty - Critical Infrastructure security, Application securlty, Network security, Cloud security, Internet of
things (loT) securlty, Applications of cyber securlty
Critical Analysls to cyber laws In Indla: - Introduction, Beginning of cybercrime era, Cybercrime in India,
Cybercrime and cyber security, Consequences, How legal system deals with cyber terrorists, Information
technology amendment act 2008 (ITAA 2008) = History Definitions, Penalties, Compensation and
Adjudication, Case study of Indlan and International cyber-attacks.
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