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FEATURES 

We provide pratlit al selons lor this course 

SAINTGITS 
RELEVANCE ARN GROW IXCEL 

This course is deslgned t0 equlp the sludenls willh the latest cybersecurity features 

also familarle aboul varlous (yber allatks trending in the world. 

ADVANTAGE 

With eyber securlly measures lmplemented al home, you are well guarded agalnst fraudulent transactions or data loss 

through malware etc, 1he followlng Is a lst advantages of cyber securlty for Indlvlduals: Protectlon from ldentity theft, 

fInanclal loss, (ustomer data loss or Impacts on buslness operatlons. 

CONTENTS 

Cyber Attacks: 
syntactic and semantic attacks, Other cyber-attacks Financlal Scams, Hacking, Copyrlghted content, 

Pornographic content, Virus, Cyber stalking, Hate crlmes, Outcomes of cyber-attacks- Fraud, extortion, 

Malware, Pharming, Phishlng, Spamming, Spoofing, Spying, Denlal of Service, Distrlibuted denial of service, 

Theft of hardware, Messaging abuse, Infrastructures as targets Control systems, Energy, Finance, 

Telecommunlcatlons, Transportation, Water, Hospltals 
Cyber Securlty: Definition, Hlstory, Fundamentals- The CIA Trlad, Introduction to cyber space and cyber 

securlty, Cyber securlty challenges, Importance of cyber securlty, Securlty prlinciples, Types of cyber 
security Critlcal Infrastructure securlty, Appllcatlon securlty, Network securlty, Cloud security, Internet of 

things (loT) securlty, Appllcatlons of cyber securlty 

Hlstory, Deffnltion and characterlstlcs, Factors affecting cyber-attacks, Classification 

Critical Analysls to cyber laws In Indla: - Introduction, Beginning of cybercrime era, Cybercrime 

Cybercrime and cyber securlty, Consequences, How legal system deals with cyber terrorists, Information 

technology amendment act 2008 (TAA 2008) History Definitlons, Penalties, Compensation and 
Adjudicalion, Case study of Indlan and International cyber-attacks. 
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couRsE NAME : An lntroduction to cyber Attacks and security
COURSE CODE:VCCASO t 2

course obiective: The learner will understand key terms and concepts in cyber-attacks, cyberlecurrty
and cyber law' The learner will understand principles of web security and understanding of security
polliies (such as confidentiarity, integrity, and avairabirity). 

ro vr JL

cyber Attacks: - History, Definition and characteristics, Factors a,ffecting cyber-attacks, crassification -
syntactic and semantic attacks, other cyber-attacks - Financial scams, Hacking, copyrighted content,
Pornographic content, Virus, cyber stalking, Hate crimes, outcomes of cyber-attacks- Fraud, extortion,
Malware' Pharming' Phishing, spamming, spoofing, spying, Denial of service, Distributed denial of
service' Theft of hardware, Messaging abuse, lnfrastructures as targets - contror systems, Energy,
Finance, Terecommunications, Transpiortation, water, Hospitars. (g hours)
cyber'security: - Definition, History, Fundamentals- The crA Triad, rntroduction to cyber space and cyber
security' cyber security challenges, lmportance of cyber security, security principles, Types of cyber
security - critical infrastructure security, Application security, Network security, croud security, rnternet
of things (loT) security, Applications of cyber security. (10 hours)
critical Analysis to cyber laws in lndia: - tntroduction, Beginning of cybercrime era, cybercrime in rndia,
cybercrime and cyber security, consequences, How regal system deals with cyber terrorists, lnformation
technology amendment act 2008 (lrAA 2o0g) - History Definitions, penalties, compensation and
Adjudication, case study of tndian and rnternationar cyber-attacks. (14 hours)
Reference Books: -

1. Fundamentals of Cyber Security

Bh ushan/Rathore/amsh ed

BPB Publications: First edition (20L7)

2. lnformation Security and Cyber Laws

Gaurav Gupta, Sarika Gupta

Khanna publications: First edition (2019)
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|22 DONAL EAEU 

23 FLAVYA SHAIEY 

24 GAUTHAM KPISHNA M 
25 GOUTHAM RAJ 
|26 GREVIN SAM TH0MAS 
27 JACINTA JOJI ANCHANATTU 

22 Ijo VARGHESEB 
29 ISHNU P. S 

30 JITHIN SEBASTIAN 
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31 jOEL SALVIN 
32 KEVIN CHACKO 
33 LAKSHMI CHANDANA 

34 LAKSHMI PRASAD 
35 LIYAK MATHEW 
36 LIYO LUKO SAM 

37 LYDIA SOLOMON 

38 |MEERA SALIM 

39 MITHUN M 
40 NIVYA NIDHIKUMAR 

41 PARVATHY TU 
| 42 RAHUL RAJ M.A 
43 RAHUL SURESHH 

44 RAKHI KRISHNAN 

45 ROBIN ROY 
46 ROHAN JACOB GEORGE 

47 ROOBEN CHANDY JACOB 
48 SANJU ABRAHAM VARUGHESE 

49 SAVANTH SAJI 
50 SEBASTIAN JOSE 
51 SHARON JAMES 
52 |SHERIN P MATHEW 

53 SHERIN S JACOB 
|54 SHON J. MATHEW 
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59 SWETHAMOL V S 
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61 VIGNESH G 
62 ZIYAD NAZEER 
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