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ABOUT THE COURSE b
An Introduction to Cyber Attacks and Security enables the SNNTGITS

participants to understand the basic cyber security background.
It also includes the history of Cybersecurity. its types and

motives of various attacks

THE COURSE IS TO

OBJECTIVES Ta—

e The learner will understand key terms and
concepts in cyber-attacks

e Understand the Cyber security and cyber law. LATEST

e Understand the principles of web security and

STUDENTS WITH

understanding of security policies (such as TECHNOLOGY
confidentiality, integrity, and availability). TRENDS IN
CYBER ATTACK

E XPECTED OUTCOI'ES

* Students will be able to understand the importance of cyberseeurity-and also get aware about the history and
types of various cyber attacks. —

DURATION

30 Hrs.




FEATURES J" \
9,

SAINTGITS

Ne pro sde practical sessions for thy 15 COUre

RELEVANCE

This course (s designed to equip the students with the (atest cybersecurity featyres

4150 familiarize about various cyber attacks trending in the world

ADVANTAGES

With cyber security measures implemented at home, you are well guarded against fraudulent transactions or data loss
through malware etc The following is a list advantages of cyber security for individuals: Protection from identity theft,

financial loss, customer data loss or impacts on business operations.

CONTENTS

Cyber Attacks - History, Definition and characteristics, Factors affecting cyber-attacks, Classification -
Syntactic and semantic attacks, Other cyber-attacks - Financial Scams, Hacking, Copyrighted content,
Pornographic content, Virus, Cyber stalking, Hate crimes, Outcomes of cyber-attacks- Fraud, extortion,
Malware, Pharming, Phishing, Spamming, Spoofing, Spying, Denial of Service, Distributed denial of service,
Theft of hardware, Messaging abuse, Infrastructures as targets - Control systems, Energy, Finance,
Telecommunications, Transportation, Water, Hospitals

Cyber Security: - Definition, History, Fundamentals- The CIA Triad, Introduction to cyber space and cyber
security, Cyber security challenges, Importance of cyber security, Security principles, Types of cyber
security - Critical infrastructure security, Application security, Network security, Cloud security, Internet of
things (loT) security, Applications of cyber security

Critical Analysis to cyber laws in India: - Introduction, Beginning of cybercrime era, Cybercrime in India,
Cybercrime and cyber security, Consequences, How legal system deals-with cyber terrorists, Information
technology arﬁmdrhent act 2008 (ITAA 2008) - History Definitions, pensation and
Adjudication, Casesrudy of Indian and International cyber-attacks.
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COURSE NAME : An Introduction to Cyber Attacks and Security
COURSE CODE:YCCASO012

Course objective: The learner will understand key terms and concepts in cyber-attacks, cyber security
and cyber law. The learner will understand principles of web security and understanding of security
policies (such as confidentiality, integrity, and availability).

Cyber Attacks: - History, Definition and characteristics, Factors affecting cyber-attacks, Classification -
Syntactic and semantic attacks, Other cyber-attacks - Financial Scams, Hacking, Copyrighted content,
Pornographic content, Virus, Cyber stalking, Hate crimes, Qutcomes of cyber-attacks- Fraud, extortion,
Malware, Pharming, Phishing, Spamming, Spoofing, Spying, Denial of Service, Distributed denial of
service, Theft of hardware, Messaging abuse, Infrastructures as targets - Control systems, Energy,
Finance, Telecommunications, Transportation, Water, Hospitals. (8 hours)
Cyber Security: - Definition, History, Fundamentals- The CIA Triad, Introduction to cyber space and cyber
security, Cyber security challenges, Importance of cyber security, Security principles, Types of cyber
security - Critical infrastructure security, Application security, Network security, Cloud security, Internet
of things (loT) security, Applications of cyber security. (10 hours)

Critical Analysis to cyber laws in India: - Introduction, Beginning of cybercrime era, Cybercrime in India,
Cybercrime and cyber security, Consequences, How legal system deals with cyber terrorists, Information
technology amendment act 2008 (ITAA 2008) — History Definitions, Penalties, Compensation and

Adjudication, Case study of Indian and International cyber-attacks. (14 hours)

Reference Books: - |
1. Fundamentals of Cyber Security
Bh'ushan/Rathore/Jamshed
BPB Publications: First edition (2017)
2. Information Security and Cyber Laws

Gaurav Gupta, Sarika Gupta

Khanna Publications: First edition (2019) PRINCIPA

Saintgits College of Applied Sciences
Kottukulam Hills, Pathamuttom P, O,

Kottayam-686 532, Kerala




) T T 71 T Al ST
ER Y B e s R S IR I BN s Szl A A A2 A
ENE EEENNLNNPEREEEEREEEED B R BEEEE
SR EEEENEEEFEEREEEEEEEELEUEE gREAS
EREBEEEEEPEEFE FERREREEREELE M
= MR AN PAEFEEEEEEEEREEREELR FRER
NN PR EEPEREEEREEERRE RERERE S
BN NRERPEEEER EREE PREEREEEES MRS
QIKCﬂ«X,Ax*KXX)H KVA./AYXVAXWAXX?\«KXXX ol X
RN EEREERERERR N ENNEREE K| X«
FENFERREERPEREEERM EEEEE LRk B b
NN ERMREFEPERPERPEEEEEMERERE NNEE
SENEREEEFREEE EEEPNEPEENERIEE gk kil
M EEERREREEEES FEEFRPEEEERER A A
_IL/ervYQXXXXXXXXXX\AXXX%*X 2P <] 4 X
=N FPEEEREPEEEELRREES ek ke Axx] (A~
N EEERERREER RN T A A ]| <
I;bexx\/xxx?xxxa.x%wXXxxyyxx\/ X 4AANC
SN EEEEEEEERL EEREREEEE Elkials AX*
e EEFEEEEELREPEEEEENEEL bistabals ok
R CEEEPEEEEREAEELEEREE MELWE A XXX
cwsxxy\»axxxxxxaxxx SRR ENREREERE
(fusXxy\,»axxxxxXquyr)a\, \.#MVWW%X%
gueyvﬁy»ytxxxrxxxaymv:;xx m <] X
,uﬂSXxx\w.w%xyxva)xxa*a r«.xh%Yv’Xﬂmm,VAT
,.v.w\u,JXXV\ﬁ?>XYVAX¥X¥XXW\.Y&/@XN%%7\X s X
PENE EERPREEERR SIX AX A T mYm,/
oen e EEERE EEEREERERN Rk X[ X=X
=|\n ¢ ,
h\\\.”ﬂ‘,l\.llv“Xxx\»XYY\,x N»%X&y>hwuf/\/7f XN X

71 71 , 3 X J X
rrrPEEEEEEEEEEEDER LR E Nt kb b
l 1111 ) - ; 3 PNIDNIPAIRN
rmm PR OEEEE R EL R LIS Al Rl R LS 1
AT T T
£
[ |
%3 | |
sSoz| | |l A4t ++1+TT1TT T 1] 1

© £ o [ |

13 v E e al al | | 2
] X 2 g = =
° < = X <£l< © = T [ | E
2 c S REAHREREHE {H{HEw $lazlde s |2
v glzi_lgl |85l 2l IE1<|5 S5l |=/2l</2 218 8 5], IE
fo KmDMJ_SthK D.uh Shhr O,Iarrnmm,m,w,w,w.

£ c] ¢ 22| o|wn| z{n|0|a MU IRIRIEE KRNI
¢ ol || EIE| B o] E|¥|c|D cle|&|9slEl3 22| EI 0 HE
ci8l 2la|8) =i 5| 8| 5| 5| 55| 8| 2|2 8| E = i IR

] M m\«ljlnﬂhmwunww Mmknu.w&WM7vanw~M.nwy
z .mmmmm.wmmnmr.mm,meemu.moa.muu,.ﬁum"ae_ce

NAAAAAAAAAAAAAADDFFYFGHUDUE_»
Ho\mxazsase,,agmnunmumnmwmu_uuumum_n‘mmm
z
-4

¥

A ).



uwwa X.v AR %] o4 K X[ A 5954 4 X 1 X xx%w
=L 1APPPLPAE o A A AK PO X o o TR
S g PP A AR A T A P PP 4o
o] [ AR AREAR AR A SR A 544X
7 & P CPLPPA AN IR KA P EAPEEEEE R MR R RS AR
o 51 A A PR AT o A HA A< 54 3PP X 474X
o &1 PR P AAA I A AA Pt
o 9 APPPLEPT PP A A A o e A K ] ot Mo
o] ool WS A P 2 A AP PO PP 1 1%
o~ of w| % £ XX w5 XNl R A AR X A A F N A A W
o & W AR T = AT ARAX A M| o 5d 3 A A o x|
[ W[ R4 s APl sfsd A M Ao =X o s 40 s 1A
] = A AP T P AA A X P A 4
A< AX A A LA A A YD s s N
R L E PSP NP RN B Ay RN NN N ERELERNERES
I R W SR BBV P VR B P S B R e P B N e B KR RN NI
Lo o [ A RIS AL A A 5] A 4 A o
ol R A A PR S E  A P A R PP
BERYE B x;axv_xu;»yxxxx E R EEN BN EE BRI 3R
PEMESEEREEPRE EEERE DR REE e R ta i i (A i i Ra R ES 1o
RENEEE LR R RN R L EEE R E B ks XY AA <
JI0 TR AR A T AL A AP AN A A AR NYHYA
STl AT A LA AT A S S A AGHA y,)\,.yv.xxvix
ERNE A 2P AR AH AR X2 A 7| K| of =12 4 %)X B AR B R
| w A3 P PP PR AT 94X A% x4
(vu//ux AN VAVAVNX MVA.V~V. XA X vAvA XXXY MNKXVAX X | 4
P R A AR A [ A A A P 1
R A AT A PP A AT ] Bl A A
eRE PPN EE NN EESEEEE N NASEE NP EEELE B R P
d A vyxayan&ﬁyxXXVp XT od x| X Xod X = fx] X M qR| Ml a]Aa
£
€| 9 5
SHE: NRRRE
o o |2 |2 |5
e | & o 1Sl |5 |9
S ERERRANE e I8 | 8. LL F o |2
3 ol —| E['04 & .I.M OHHF % a =
g |4 28 | [B08 o HeEEE=2d 08 o5 Sldesdaat |
%5 9=l 8%l _|%=l Sl S B <l elelE] |<lele| A =5l el gl 58S sl | d
o |SlaEelslol 22 €l el <l gl €l gl g SIE] | ol E| ool 8 5|5|A sl 5| S5 T e
£ Y 5151214 55| 3 8l S22 £ 5| S0 = el EISI<| 2 e 5l 2| Dl 5> S| gl |0l E
L e R e EEEEE E R R L PR RN e R
52128 8 8l 5| ool 8161l of0 8IS €151 0 ol 813 512 Sl gl ol S 85
N G e e e R B




